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Abstract autonomously selecting and paying service providers with-

Al agents increasingly select and pay service providers with-
out human review. In emerging permissionless markets,
however, adversaries can create inexpensive identities and
fabricate feedback to inflate provider reputation, making
reputation-based payment authorization vulnerable to Sybil
attacks and exposing clients to unbounded financial loss.
This paper presents AgentValve, a protocol for Sybil-
resilient payment authorization with bounded exposure in
permissionless Al markets. AgentValve builds on a trust net-
work that represents reputation as finite capacity in a directed
graph and authorizes payments through trust paths with suffi-
cient available capacity. In AgentValve, each admitted pay-
ment atomically reserves the capacity, with which the honest
agents’ payment exposure is bounded by the capacity they ex-
tend into the adversarial region. As a result, creating identities
or interactions entirely within the adversarial region cannot
increase this bound, making the payment authorization Sybil-
resilient. To limit capacity depletion by malicious senders,
AgentValve combines payment-backed capacity creation with
bounded route length, preventing attackers from depleting
honest capacity without incurring corresponding payment
costs. AgentValve further decouples off-chain route discovery
from on-chain verification and introduces a witness-commit
mechanism that reduces route verification to linear work while
requiring only constant persistent state per admitted payment.
We implement a AgentValve prototype and evaluate it using
six months of Ethereum data and synthetic workloads. Exper-
imental results show that under attacks with up to 10,000 syn-
thetic Sybil identities and with chosen attackers, the payment
exposure and capacity depletion remain bounded. Regarding
practicality, the witness-commit mechanism lowers admission
cost by up to 40.8% compared with baselines, and admitting
common payments costs approximately $0.04-$0.21.

1 Introduction

Large language models (LLMs) enable increasingly capable
artificial intelligence (AI) agents to operate in service markets,

out human review of individual counterparties. This emerg-
ing ecosystem is already seeing substantial adoption: A2A
has gained support from more than 100 technology compa-
nies [43], x402 processed over 160 million agentic payments
in the year preceding June 2026 [10], and more than 550,000
Al-agent identities have been registered in blockchain-based
Al markets by October 2026 [1]. Emerging protocols, includ-
ing A2A [19], x402 [9], and ERC-8004 [36], are driving Al
service markets toward a permissionless model that promotes
efficiency and autonomy, allowing agents to register and trans-
act freely without authorization from a central operator.

Unfortunately, permissionless Al markets introduce a sig-
nificant attack surface for reputation manipulation. An adver-
sary can create many inexpensive identities under its control,
known as Sybils, and coordinate their feedback to inflate a
provider’s reputation [12, 13,52,53]. As a result, reputation-
based service provider selection and payment authorization
become vulnerable to Sybil attacks. More seriously, if pay-
ment amounts scale with a provider’s reputation, an adversary
can exploit reputation manipulation to induce unbounded fi-
nancial losses for clients. This is not merely a hypothetical
concern. ERC-8004, a standard protocol for agent registration
and reputation maintenance in permissionless Al markets,
explicitly identifies Sybil manipulation as a security risk [36].
A recent empirical study [51] flags 59.2-90.6% of reviewers
across three ERC-8004 chains as participants in coordinated
Sybil campaigns. Moreover, across these chains, the median
cost of manipulating a reputation score past the study’s trust
threshold is only $0.0027-$0.055.

This paper. We present AgentValve (§ 4), a protocol for
Sybil-resilient payment authorization in permissionless Al
markets. The core idea behind AgentValve is to derive the rep-
utation (or trustworthiness) of agent providers from a trust net-
work [22,30]. Specifically, building on Bazaar’s personalized-
flow principle for limiting marketplace fraud [32], AgentValve
models trust as a weighted, directed graph in which each edge
has a finite capacity representing the amount of trust one agent
extends to another. Payment authorization is then governed by
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these capacities: a payment is admitted only if the available
capacities along paths from the sender to the receiver can
collectively support the payment amount.

In such a trust network, every path from an honest sender
to an adversarial receiver must cross an edge from the hon-
est region to the adversarial region. These boundary edges
constitute a directed cut. At any time, AgentValve bounds
honest agents’ aggregate payment exposure (i.e., the total
value their clients risk losing to adversarial providers) by the
total capacity of this cut, a property we call cut-bounded expo-
sure (Definition 1). This bound makes payment authorization
Sybil-resilient: creating identities or inflating capacities en-
tirely within the adversarial region cannot enlarge the bound
without additional capacity crossing the cut.

Challenges and approaches. Achieving Sybil-resistant pay-
ment authorization and cut-bounded exposure in a permis-
sionless Al market introduces three system challenges.

First, coordinating concurrent payment authorization (C1).
In the Al market, multiple concurrent payments may contend
for the same edge capacity, with aggregate value exceeding
what is available. Admitting them without accounting for
capacity usage violates cut-bounded exposure, while perma-
nently consuming capacity under a first-come-first-served pol-
icy prevents reuse after successful interactions and reduces
admission opportunities.

AgentValve addresses this challenge through atomic route
reservation and asynchronous feedback-based resolution. Fol-
lowing the total order established by the blockchain, a smart
contract atomically verifies that each payment route has suffi-
cient available capacity, transfers the payment, and reserves
the corresponding capacity on every edge along the route. Re-
served capacity is temporarily unavailable to other payments
and is later resolved asynchronously based on feedback from
the sender. Positive or neutral feedback releases the reserva-
tion for future use, whereas negative feedback permanently
consumes the reserved capacity. This mechanism preserves
the cut-bounded exposure guarantee while allowing capacity
associated with successful payments to be safely reused by
subsequent payments.

Second, bounding capacity depletion by malicious senders
(C2). The same reservation discipline exposes a complemen-
tary attack. An adversary acting as a buyer can route pay-
ments through honest agents and deliberately issue negative
feedback, consuming capacity that would otherwise support
honest payments.

AgentValve combines an interaction-backed capacity dis-
cipline with a bounded-stretch routing rule. Capacity entering
the honest region from an adversarial sender arises only after
positive sender feedback on a payment to an honest receiver.
Receiving a payment creates no capacity in the reverse direc-
tion. Consequently, an adversary must pay honest receivers
to establish capacity entering the honest region, and nega-
tive feedback that depletes downstream honest capacity also
consumes this ingress capacity. Moreover, the routing rule

limits each path to Hy,ax edges. A path from an adversarial
sender that depletes honest capacity must first cross into the
honest region. Each unit of consumed ingress can therefore
deplete at most Hpyax — 1 units of capacity on edges between
honest agents. We prove that cumulative depletion is at most
Hpnax — 1 times the cumulative adversarial-to-honest payment
value, ensuring a property called bounded depletion amplifi-
cation (§ 3.3).

Third, verifying and resolving payments with bounded on-
chain cost (C3). In a trust network, agents need to find paths
(called routes) to support their payments. However, on-chain
execution is replicated and metered, making graph-wide path
discovery expensive. Moving discovery off-chain introduces
untrusted and potentially stale routes. Moreover, the on-chain
contract must verify the validity of the route and preserve nec-
essary information for payment resolution. However, storing
every payment’s per-edge reservation records adds persistent
storage costs that grow with route size.

To address C3, AgentValve employs a compute—verify de-
composition and a witness-commit mechanism. Specifically,
AgentValve allows independently operated pathfinders to dis-
cover routes off-chain, while the on-chain contract verifies the
validity of submitted routes. By limiting path length and path
count, AgentValve bounds verification work independently
of the trust network’s size. The witness-commit mechanism
further reduces both verification and storage costs by reusing
an edge-load table across admission and resolution. Specifi-
cally, AgentValve introduces a route witness that aggregates
repeated edge loads, avoiding the repeated searches of an
array-based verifier and supporting linear route verification.
Moreover, instead of persisting the witness’s per-edge reserva-
tion records, the contract stores only a constant-size commit-
ment and authenticates the same load table during resolution.
These techniques achieve linear verification and a constant
persistent receipt state per admitted payment while preserving
exact reservation accounting.

Implementation and results. We implement a AgentValve
prototype and evaluate it using a graph derived from January—
August 2026 Ethereum transactions and synthetic workloads
(§ 5). Our experimental results show that in AgentValve,
clients’ exposure remains within the fixed cut bound under
attacks with up to 10,000 Sybil identities, and constructed de-
pletion workloads attain the amplification bound. Moreover,
admitting a common payment costs approximately $0.04—
$0.21 under the Ethereum price at the time of writing. In
addition, across the tested routes, witness-commit reduces
admission cost by up to 40.8% compared with a baseline that
reconstructs and stores per-edge reservation records.



2 Background, Related Work, and Motivation

2.1 Blockchain Execution Model

A blockchain implements a replicated state machine that or-
ders transactions and deterministically executes them to up-
date on-chain state [38,40,41,50]. Users submit transactions
that invoke smart contracts to modify this state. Transaction
execution is atomic: if a transaction succeeds, all of its state
updates are committed; otherwise, none of them take effect.

Since transaction execution is replicated across validators,
blockchains meter computational and storage resources, com-
monly through gas [15], and impose execution limits to bound
the work performed by validators. A transaction that exhausts
its allocated resources fails, while block-level limits bound
the aggregate execution work that can be included in a block.
These limits make computationally expensive operations, e.g.,
graph-wide path discovery, unsuitable for on-chain execution.

A blockchain also serves as a public, verifiable ledger from
which clients can obtain finalized state, transaction inputs, and
execution logs. AgentValve exploits these properties in three
ways: it relies on atomic execution to coordinate concurrent
transaction submissions, moves graph-wide path discovery
outside replicated execution, and uses finalized on-chain data
to recover unresolved receipt witnesses.

2.2 Agent Registries and Reputation Risks

ERC-8004 [36] is a proposed standard for permissionless Al-
agent registries whose contracts have been live on Ethereum
mainnet since January 2026 [14]. It defines three registry inter-
faces. The Identity Registry specifies how Al agents register
on-chain identities and associated metadata. The Reputation
Registry allows agents to submit and retrieve feedback signals
that can be used to assess the trustworthiness of other agents.
The Validation Registry enables agents to request independent
verification of their work.

Recent measurements, however, reveal substantial risks in
relying directly on these reputation signals. Xiong et al. [51]
find that feedback records in deployed ERC-8004 registries
rarely include declared evidence of an underlying interac-
tion. Across Ethereum [50], BNB Chain [4], and Base [8],
more than 98% of feedback records contain neither a declared
payment proof nor a task linkage. A shared-first-funder anal-
ysis flags 73.5%, 59.2%, and 90.6% of reviewers on the three
chains as participants in candidate coordinated campaigns. Re-
moving feedback from those reviewers leaves 15.8%, 77.9%,
and 86.8% of rated agents without remaining feedback. The
same study further shows that reputation scores can be manip-
ulated at very low cost. For rating-style tags and a represen-
tative trust threshold of 90, a single ceiling-valued feedback
record moves the median rated agent above the threshold on
each measured chain. The median gas cost of submitting such
a record is only $0.055 on Ethereum, $0.0042 on BNB Chain,
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Figure 1: Bounding Sybil influence in trust networks. A and
C are honest, while B is malicious. Creating Sybil identities
and inflating capacities within B’s region cannot increase the
capacity that honest agents extend to that region.

and $0.0027 on Base. Consequently, an autonomous agent
buyer that translates such a global reputation score directly
into a payment decision may place an arbitrarily large value
at risk, because the reputation mechanism itself imposes no
protocol-level bound on the resulting financial exposure.

2.3 Trust Networks

Trust networks [22,23,26,30,44,46,48] represent relationships
as a weighted graph G = (V,E), where vertices represent par-
ticipants and each edge carries a finite capacity extended by
one participant toward another. Paths allow one participant
to establish a personalized notion of trust in another through
intermediaries. For a sender s and receiver d, the aggregate
feasible flow between them is bounded by the capacity of
every cut separating s from d. Consequently, adding iden-
tities, edges, or capacity entirely behind such a cut cannot
increase this upper bound on feasible flow from s to d without
increasing the capacity crossing the cut.

Figure 1 illustrates how this property limits the influence of
Sybil identities. Agents A and C are honest, while adversary
B controls Sybil identities By,...,Bs. Every path from the
honest region into the adversarial region must cross one of
the two red edges, each with capacity 10. These edges form a
cut of capacity 20, which bounds the aggregate flow from the
honest region into the adversarial region. The adversary may
create additional identities or arbitrarily increase capacities
among identities within its own region (e.g., to 1,000), but
doing so cannot increase this bound unless additional capacity
is established across the cut.

Prior systems use this capacity constraint to bound resource
use in several applications. Ostra [27] uses credit to limit un-
wanted communication, and SumUp [44] uses adaptive flow
over a trust graph to bound the influence of votes. Bazaar [32]
applies personalized maximum flow to bound transaction risk
in centralized online marketplaces. It temporarily reserves
path capacity and consumes them when fraud is reported.
These systems exemplify Sybil tolerance through bounded
resource use. Canal [46] makes this approach scalable by



approximating credit payments with landmark routing.

Trust networks also serve as payment infrastructure. Rip-
ple [34] uses credit limits to support value transfer, and Dan-
dekar et al. [11] analyze how topology and credit capac-
ity affect liquidity under repeated payments. PrivPay [29]
and SilentWhispers [26] provide privacy-preserving credit-
network payments, while SpeedyMurmurs [35] develops effi-
cient, privacy-preserving routing for path-based transactions.
On-chain systems demonstrate how routing can be separated
from execution: Circles [7] routes personal tokens through
trust connections, while Trustlines [45] implements transfers
through bilateral credit relationships. Both use off-chain rout-
ing services to prepare transfers executed by smart contracts.

These works motivate AgentValve’s use of personalized
flow to address the unbounded financial exposure from reg-
istry reputation signals in permissionless Al markets (§ 2.2).
AgentValve builds on Bazaar’s reservation and feedback se-
mantics and the separation of off-chain routing from on-chain
execution exemplified by Circles and Trustlines. We present
AgentValve in § 4.

3 System Model and Design Goals

We consider a permissionless Al market in which agents dis-
cover services, select providers, and exchange value without
relying on a central operator. Payment authorization is gov-
erned by personalized capacity in the trust network: an ad-
mitted payment atomically transfers value and reserves the
capacity supporting its authorization. Feedback subsequently
resolves the reservation and updates the trust network, releas-
ing or consuming reserved capacity according to the sender’s
assessment of the service outcome. § 3.1 and § 3.2 formalize
the system and adversary models, respectively, while § 3.3 de-
fines the security properties and design goals of AgentValve.

3.1 System Model

Entities and system parameters. The system consists of
clients, Al agents, off-chain pathfinders, a blockchain, and a
AgentValve smart contract. A client may create and control
one or more agents, and each registered agent has a stable
identifier. Following systems that bootstrap trust from pre-
trusted nodes or trusted seeds [3,5,20,21], we assume a set
of honest TrustRoots T. During system initialization, Agent-
Valve assigns finite available capacity to selected outgoing
edges of these TrustRoots, thereby seeding the initial trust
network. A pathfinder reconstructs a finalized view of the
trust graph from public blockchain data and computes can-
didate routes for requested payments. Before submitting a
payment, the requesting client obtains a corresponding route
from a pathfinder. Any party may run a pathfinder locally
or provide pathfinding as a service. The outputs of pathfind-
ers are untrusted, and the AgentValve contract independently
validates all route-dependent state transitions. We treat the

blockchain as a black box throughout this paper and model it
as a state machine replication. The AgentValve contract main-
tains the authoritative trust-network state and validates every
state-changing operation. We use logical time ¢ to denote the
system state immediately after a finalized contract transition.

We assume that all payment values and trust-network capac-
ities are denominated in a single fixed payment asset and that
each transfer delivers its stated amount. A deployment may
use a stablecoin [6,25,31,42] to reduce value volatility. This
common denomination enables direct capacity accounting
without a price oracle.

Moreover, AgentValve introduces several system parame-
ters to bound cost and adversarial impact. Parameter Hyx > 2
bounds the maximum path length in edges, Kiax bounds the
maximum number of paths per route, and Upax bounds the
maximum number of unique edges across a route.
Trust-network state. At time ¢, the trust network G is a
weighted, directed graph G, = (V,,E,). Each vertex s € V,
represents an agent. Each directed edge e, 4 € [, represents
trust extended by s toward d. Each edge maintains avail-
able capacity a;(s,d) > 0, which may support new transac-
tions, and reserved capacity ri(s,d) > 0, which is committed
to admitted but unresolved transactions. Its total capacity is
¢ (s,d) = ay(s,d)+ri(s,d).

Routed transactions. A transaction of value W > 0 from
sender s to receiver d is supported by a route

P= {(P17W1)a" ) (Pkawk)}a
where 1 < k < Knax, each P; is a simple directed path from
stod with 1 < |P;| < Hpax, and w; > 0 is the amount routed
along P, with Y, w; = W. We write L(P) = Y ; |P;| for the total
number of edge occurrences in the route, and thus L(?P) <
KmaxHmax- The aggregate load placed by P on an edge e is
ge(fp) = Z wi.
ich,
A route is feasible at t if £,(P) < a,(e) for every edge it uses.
Route witness. Let ¢; < --- < ey denote the distinct
edges with positive aggregate used by P, ordered lexico-
graphically by their endpoints. The route witness A(P) =
((e1,£e,(P)),...,(ev,le, (P))) records the aggregate load on
each distinct route edge. It is supplied with the route at admis-
sion and later re-supplied whenever the routed reservation is
resolved (§ 4.3.2).
Trust-network interface. The trust network exposes the fol-
lowing abstract operations. Let ¥ = {pos, neu,neg} denote
the feedback domain and let ® = {snd, rcv} denote the par-
ticipant role (sender or receiver) being resolved.

* G.setup() — pp initializes the trust network and publishes
the system parameters pp.

* G.register(u) — s binds agent metadata u to the caller, as-
signs the agent a unique identifier s, and records the caller
as its owner.

* G.joinProvider(d,r,W) — ok allows a new agent d (who



wants to serve as a provider later) to obtain an initial incom-
ing edge from TrustRoot by paying a fee W (§ 4.2).

* G.seedPay(s,r,d,W) — p allows a newly registered agent
s to pay W to provider d through TrustRoot r (§ 4.2). It re-
turns a receipt p binding the transaction to that reservation.

* G.transact(s,d,W,?P,A) — p admits a transaction of value
W from sender s to receiver d with route witness A, atomi-
cally reserves its per-edge loads, and returns a receipt p.

* G.feedback(p,m, f, /A\) — ok accepts feedback f € F for
role 1 € K, updates trust, and resolves any reservation.

* G .resolve(p,n,//{) — ok allows any client to resolve role
M € R if its feedback is still missing after a timeout.

3.2 Threat Model and Assumptions

We partition the agents into an honest set H and an adver-
sarial set A, where the TrustRoots T C H. Honest agents fol-
low the protocol, while the adversary can behave arbitrarily,
such as creating arbitrarily many Sybil identities, coordinat-
ing all agents in A, and constructing arbitrary internal trust
relationships. The adversary may also interact freely with
honest agents subject to the capacities that honest agents ex-
tend toward it. However, the adversary cannot compromise
the blockchain’s security guarantees. For honest clients, we
assume they can resolve their receipts before timeout. We
further assume that, for every unresolved receipt whose time-
out has expired, an honest client eventually invokes timeout
resolution and can retrieve the receipt’s finalized admission
data or load events from the blockchain. Such resolution can
be incentivized in practice, but designing the corresponding
incentive mechanism is outside the scope of this paper.

3.3 Security and Efficiency Goals

This section states the security properties and efficiency goals
that AgentValve is designed to satisfy. We first introduce
notation for directed cuts and their capacities. For disjoint
agent sets X, Y C V,, define the directed cut from X to Y as

H(XY)={e;q€Ei:5€X,de Y}
with total capacity

G(X)Y) = Z c(e).

e, (X,Y)

Definition 1 (Cut-Bounded Exposure). Ler Fyy(t) denote
the maximum aggregate payment loss that honest agents may
incur at time t. A system provides cut-bounded exposure if

FH(I) < Ct(HvA)
Sor every partition (H, A) and every time t.

Definition 2 (Bounded Depletion Amplification). Let Dyy(r)
denote the cumulative capacity consumed on honest-to-honest
edges by negative sender feedback for payments initiated by
agents in A, and let Py_,y(t) denote the cumulative value

transferred from adversarial agents to honest agents up to
time t. A system provides Q-bounded depletion amplification
if

Dy () < oPym (1)
for every partition (H, A) and every time t.

Definitions 1 and 2 capture complementary adversarial
risks. Cut-bounded exposure gives AgentValve Sybil-resilient
payment authorization. In particular, the bound on honest
agents’ payment exposure applies collectively to all adver-
sarial identities and cannot be enlarged by adding identities,
exchanging collusive feedback, or circulating payments en-
tirely within the adversarial region (Corollary 1). Bounded
depletion amplification limits the honest-to-honest capacity
that malicious buyers can permanently consume relative to
their cumulative payments to honest agents.

Definition 3 (Route Soundness). A system provides route
soundness if every admitted routed transaction is supported
by a route that is feasible in the contract state at admission,
and the protocol reserves and later resolves exactly the route’s
aggregate edge loads.

Definition 4 (Eventual Resolution). A system provides even-
tual resolution if every admitted transaction can eventually
be resolved, after which no capacity associated with the trans-
action remains reserved.

Efficiency goal: linear verification and constant persistent
state. AgentValve should avoid graph-wide on-chain com-
putation because blockchain execution is constrained by gas
limits (§ 2.1). The cost of admitting and resolving a transac-
tion should be independent of the overall trust-network size
and scale at most linearly with the submitted route, rather than
quadratically with its size. Moreover, each admitted transac-
tion should require only constant persistent contract state,
rather than storing state proportional to the route. Our goal is
to construct a permissionless payment-authorization protocol
that simultaneously provides cut-bounded exposure, bounded
depletion amplification, route soundness, and eventual resolu-
tion while satisfying this efficiency goal.

4 AgentValve Design

Overview. AgentValve is a payment-authorization protocol
for permissionless Al markets. To initiate a payment of value
W, a sender typically obtains a personalized route from an
off-chain pathfinder. The on-chain AgentValve contract veri-
fies that the submitted route is feasible, transfers the payment,
and atomically reserves its aggregate edge loads. Participant
feedback subsequently resolves the reservation and updates
the trust network. Figure 2 illustrates this workflow. Agent-
Valve operates in four phases over the trust-network interface
defined in § 3.1. Phase O initializes the AgentValve contract
and system parameters. Phase 1 allows clients to register



agents and bootstrap initial trust edges. Phase 2 admits routed
payments subject to available edge capacity and atomically
reserves their supporting capacity. Phase 3 resolves these
reservations through participant feedback or permissionless
timeout resolution and updates the trust network accordingly.
We describe these phases in this section and defer their secu-
rity and complexity analysis to Appendix A.

AgentValve addresses the three challenges identified in § |
while satisfying the security properties and efficiency goals
defined in § 3.3. For C1, atomic route reservation ensures that
concurrent payments cannot reuse the same available capacity:
once a payment is admitted, its aggregate edge loads become
reserved and remain unavailable until resolution. Since every
route from an honest sender to an adversarial receiver must
cross the honest-to-adversarial cut, this accounting bounds
honest agents’ aggregate payment exposure by the cut capac-
ity, providing cut-bounded exposure (Definition 1). Feedback-
based resolution subsequently releases capacity after positive
or neutral feedback, allowing capacity from successful inter-
actions to be reused rather than permanently consumed.

For C2, AgentValve combines an inferaction-backed ca-
pacity discipline with a bounded-stretch routing rule. The
former requires adversarial-to-honest ingress capacity to arise
from paid interactions, while the latter limits every route path
to at most Hyax edges (§ 4.3). These mechanisms bound the
honest-to-honest capacity that malicious senders can consume
through negative feedback relative to the value they transfer
to honest agents, yielding (Hpax — 1)-bounded depletion am-
plification (Definition 2).

For C3, AgentValve uses a compute—verify decomposition
(§ 4.3.1) that moves graph-wide route discovery to untrusted
off-chain pathfinders while retaining deterministic on-chain
verification, thereby providing route soundness (Definition 3).
To avoid storing per-edge reservation records for every admit-
ted payment, the witness-commit mechanism (§ 4.3.2) stores
only a constant-size commitment while preserving a recover-
able route witness for later resolution. This design achieves
linear route verification and a constant persistent contract state.
Finally, permissionless timeout resolution (§ 4.4) resolves
reservations when participant feedback is missing, providing
eventual resolution (Definition 4).

4.1 Protocol Initialization

The protocol begins by deploying and initializing the Agent-
Valve contract through G .setup(). Initialization fixes the con-
tract address AddrAgentValve, feedback timeout Ty, maxi-
mum path length Hp,,x, maximum number of paths per route
Kmax, and maximum number of unique route edges Unax. We
collect these values into the public parameters pp. The pro-
tocol chooses Hpax, Kmax, and Unax such that verifying up to
KmaxHmax €dge occurrences and Up,x distinct edge records
fits within the designated on-chain resource budget. During
initialization, AgentValve also seeds the trust network by as-

signing finite available capacity to a configured set of edges
originating from the TrustRoots, with all reserved capacities
initially set to zero. These seeded edges provide the initial
trust from which subsequent payment routes can develop.

Initialization occurs once. Afterward, any client may invoke
the public AgentValve interface without authorization from a
marketplace operator.

4.2 Agent Registration and Trust Bootstrap

After setup, clients may register agents and bootstrap trust
through TrustRoot-supported capacity grants and seed pay-
ments. Registration creates a stable on-chain identity. A new
provider agent can obtain an initial incoming trust edge, while
a new buyer agent can make its first payment without already
having a trust edge to the TrustRoot or the selected provider.
Agent registration. A client invokes G.register(u) to register
an agent on-chain, where i contains the agent’s metadata, such
as its name, description, and offered services. The AgentValve
contract assigns the agent a unique identifier s and records
the association between s and the client’s on-chain address.
The client thereafter controls the agent and uses s as its stable
identity in the network. A client may register multiple agents,
but each agent receives a distinct identifier and maintains an
independent trust profile as a separate vertex in the network.
Trust bootstrapping. Every newly registered agent can at-
tempt to bootstrap its trust as a service provider or as a buyer
through a TrustRoot. A TrustRoot may preauthorize a finite ca-
pacity budget for automatic provider bootstrapping at setup. A
new service provider d invokes G.joinProvider(d,r,W) with
a TrustRoot r € T and pays an irrecoverable fee W > 0. If
the root’s budget permits the grant, AgentValve atomically
charges the fee and adds W available capacity to e, 4 without
requiring the root to approve d individually. This mechanism
gives trust bootstrapping a practical interpretation as a mar-
ket entry cost. A provider can pay a modest fee to support
small initial purchases, then earn additional incoming capacity
through positive buyer feedback on paid interactions (§ 4.4).
The fee also ties bootstrap exposure to an explicit economic
cost: because TrustRoots are honest, granting W capacity to
an adversarial provider increases the honest-to-adversarial cut
capacity by W and requires an irrecoverable payment of the
same amount. Creating additional Sybil identities therefore
cannot obtain bootstrap capacity for free.

To bootstrap its first outgoing trust relationship (as a buyer),
anewly registered agent s invokes G.seedPay(s,r,d,W), spec-
ifying a TrustRoot r € T, a service provider d, and a payment
value W > 0. It is treated as a special routed payment over
the logical path s — r — d: no trust edge or capacity is re-
quired for the first hop, while the direct edge e,; must have
at least W available capacity. If admitted, the protocol trans-
fers W directly from s to d and reserves W capacity on e,g4.
This reservation is subsequently resolved using the same feed-
back interfaces and timeout rules as ordinary routed payments
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Figure 2: The workflow of AgentValve. Phase 0: the AgentValve contract is deployed and initialized on-chain. Phase 1: clients
register agents and bootstrap initial trust edges. Phase 2: agents interact through pathfinders off-chain and are verified on-chain.
Phase 3: participant feedback updates the trust graph and resolves reserved capacity.

(§4.3and § 4.4).

4.3 Payment Admission and Capacity Reser-
vation

After bootstrapping, an owner-controlled client for agent s
may select service provider d and initiate a payment of value
W. AgentValve admits the payment only if the client supplies
a feasible route P from s to d that carries total value W. The
client therefore obtains a candidate route from an off-chain
pathfinder before submitting the payment. Successful admis-
sion atomically transfers W, reserves the route’s aggregate
edge loads, and creates a receipt that binds subsequent reso-
lution to this interaction. If admission fails, the transaction
reverts without modifying the AgentValve state.

Admission separates three responsibilities: off-chain route
discovery, on-chain route verification and atomic capacity
reservation, and receipt creation for subsequent resolution.
To perform these tasks efficiently, AgentValve combines a
compute—verify decomposition with a witness-commit mech-
anism. The former keeps graph-wide path discovery outside
replicated execution. The latter verifies a route witness at
admission and commits to it for reuse during resolution, en-
abling linear verification and constant persistent receipt state.

4.3.1 Compute-verify Decomposition

AgentValve performs route discovery off-chain and verifies
the resulting route on-chain. Because the trust-network state
is publicly reconstructible from finalized blockchain data, a
client may maintain the graph locally and run any compati-
ble pathfinding algorithm. Resource-constrained clients may
instead query independently operated pathfinders that index
the AgentValve state. Pathfinder outputs are untrusted: a stale,
malformed, or otherwise infeasible route is rejected by the
contract without modifying the trust-network state.

Our prototype pathfinder adapts the multipath routing al-
gorithm of Bazaar [32] with explicit search bounds. It stops
extending a path once the path reaches Hy,x edges and ter-
minates once the selected paths collectively carry W or their
number reaches K.x. If it cannot obtain total value W within
these bounds, the pathfinder reports failure.

4.3.2 The Witness-commit Mechanism

Moving route discovery off-chain avoids graph-wide on-chain
search, but two costs remain: the contract must verify aggre-
gate loads when different paths share edges, and it must retain
enough authenticated information to resolve the resulting
reservations later. AgentValve addresses both costs with the
witness-commit mechanism, which reuses the same edge-load
table across admission and resolution. At admission, the con-
tract verifies the table against the submitted route and uses
its loads to reserve capacity. A constant-size commitment
authenticates the same table when it is later re-supplied for
resolution, replacing route-sized persistent receipt state.

Route witness. To admit a payment, the contract must sum
the loads contributed by all paths that share an edge and check
that the total does not exceed that edge’s available capacity.
A simple implementation processes the L = L(?P) edge occur-
rences by repeatedly searching an array of up to U distinct
edges to accumulate the load on each unique edge, requiring
O(LU) work. EIP-1153 [2] supports linear-time aggregation
through transient storage. However, transient reads and writes
cost more gas than ordinary memory accesses, and the accu-
mulated loads must be cleared or kept separate across multiple
contract calls within the same transaction. AgentValve instead
has the client prepare a sorted edge-load table and supply the
index of the table entry corresponding to each edge occur-
rence. The contract checks these indices and recomputes the
loads in a temporary memory array to verify the supplied
totals. This enables linear verification using memory that is
local to the current contract call, without managing temporary



totals across calls. The verified table also serves as the route
witness committed at admission and re-supplied during reso-
lution, linking both phases through the same representation.

Specifically, the client constructs the route witness A(P)

defined in § 3.1: a lexicographically sorted, duplicate-free
table of the U distinct route edges and their aggregate loads.
The submission associates each path-edge occurrence with
its corresponding witness entry and provides a sorted node-
order certificate for each path. During a single scan of the
route, AgentValve verifies these associations and certificates,
accumulates each occurrence directly into its indexed wit-
ness entry, and checks the resulting loads against the claimed
witness table. This procedure verifies path simplicity and
aggregate loads in O(L+ U) work.
On-chain route verification and reservation. The sender s
invokes G.transact(s,d, W, P, A(?P)) to submit a transaction
Tx; with the discovered route and witness. The encoding ex-
poses the number of paths and each path length before its ver-
tex sequence, allowing AgentValve to enforce 1 < k < Kpax
and |P;| < Hpmax before processing each path. Subject to these
size checks, AgentValve verifies that the caller owns s and has
sufficient funds, every path starts at s and ends at d, consecu-
tive vertices form existing directed edges, every path is simple,
every w; > 0, Y, w; = W, and the witness contains exactly the
aggregate route loads. It also checks that the witness contains
at most Upax unique edges. For every unique edge e, it then
checks £, (P) < a,(e) against the contract state immediately
before admission.

If any check fails, the transaction reverts without changing
the state. Otherwise, AgentValve transfers W from s to d
and atomically moves £, () units from available to reserved
capacity on every involved edge. Since the checks and updates
are atomic, concurrently submitted transactions ordered by
the blockchain will not consume the same reservation.
Constant-state receipt commitment. Later resolution must
recover exactly the edge loads reserved by an admitted trans-
action. A naive design could persist all U edge-load records
from A(P) in contract storage until resolution, incurring O(U)
persistent state and writes per admitted transaction.

Instead, after validating the route witness A; = A(P),
AgentValve stores constant-size receipt metadata together
with a receipt-bound commitment Cp, = Hash(A;). When the
receipt is later resolved, the resolver re-supplies the same
load table A; verified at admission as transaction input. The
contract verifies its hash against C,, before applying any ca-
pacity update, ensuring that resolution operates on exactly
the edge loads reserved at admission. Resolution requires
only this load table, without resupplying the paths or their
verification certificates. Because the witness is included in
the finalized admission transaction, it can also be recovered
from public blockchain data when timeout resolution is re-
quired. Consequently, AgentValve reduces persistent receipt
state from O(U) to O(1) without sacrificing exact reservation
resolution.

4.4 Feedback and Timeout Resolution

Feedback resolves admitted transactions and updates trust.
After a transaction T'x; creates receipt p;, either participant
may invoke g.feedback(p,-,n,f,?\,-), where M € {snd,rcv}
denotes the sender or receiver and f € {pos,neu,neg}. The
two roles are finalized independently because they express
directional trust judgments. Sender feedback resolves the pay-
ment reservation and may update trust from s to d, whereas
receiver feedback only updates trust from d to s. Figure 3 illus-
trates an interaction in which sender E pays receiver C value
W =5 through £ — B — C. Immediately after admission,
five units on both route edges are reserved.

Sender feedback. Positive feedback releases the reserved
route loads back to available capacity and creates or increases
the direct edge e, 4 by W, since the sender is satisfied with the
service and wants to build stronger trust toward the receiver
(Figure 3(b)). This capacity is interaction-backed since it
arises from an executed payment. Neutral feedback releases
the reservation without changing e; 4 (Figure 3(c)). Negative
feedback permanently consumes the reserved loads, reducing
the total capacity of every involved edge accordingly, and
creates no new capacity (Figure 3(d)). The same rules apply
to seed payments, whose only reserved load is W on e, 4.
Receiver feedback. Receiver feedback neither resolves the
route reservation nor creates capacity. Positive and neutral
feedback leaves the trust graph unchanged (Figure 3(e)—(f)).
Negative feedback reduces the available reverse capacity by
minW,a,(d,s), and hence total capacity by the same amount,
while leaving reserved capacity unchanged (Figure 3(g)). If
eq s does not exist, no graph update occurs.

Feedback timeout. Each feedback role can be applied at
most once. If a role remains unresolved after 7, any client
may invoke G.resolve(p;,M,A;). For a missing sender role,
the resolver reconstructs A; from finalized admission data
and applies the neutral transition, releasing the reservation
without creating capacity. A missing receiver role is resolved
as a no-op. The contract then marks the corresponding role as
final. Under the timeout-resolution assumption of § 3.2, no
admitted transaction retains reserved capacity indefinitely.

S Implementation and Evaluation

Our evaluation aims to answer the following questions:

* RQ1-Bound behavior: Does AgentValve preserve cut-
bounded exposure, and how tight is its depletion-
amplification bound (§ 5.1)?

* RQ2-On-chain efficiency: What is AgentValve’s on-chain
execution cost, and how do route complexity and receipt
mechanisms affect it (§ 5.2)?

* RQ3-Routing utility and scalability: How do route
bounds, network scale, and pathfinding algorithms affect
routing utility and discovery latency (§ 5.3)?



(e) Positive receiver feedback (f) Neutral receiver feedback (g) Negative receiver feedback (h) Timeout scenario

Figure 3: Feedback for a payment from E to C over E — B — C. Red arrows indicate updated edges and dashed arrows unaffected
reverse edges. (a) Admission reserves route capacity. (b)—(d) Sender feedback. (e)—(g) Receiver feedback. (h) Timeout resolution.

We also evaluate topology-sensitive liquidity loss and trans-
action contention. We defer these results to Appendix B.
Implementation and setup. We implement a prototype for
AgentValve that comprises three main components: a Agent-
Valve contract in Solidity [39], an off-chain pathfinder, and
clients in Python [33]. The AgentValve contract implements
all the on-chain interfaces listed in § 3.1. The off-chain
pathfinder runs a contract indexer to collect state transitions
for the AgentValve contract through emitted events and recon-
struct the updated trust network. It runs a path discovery algo-
rithm to find feasible routes for payments submitted by clients.
A client can register agents, bootstrap their first trust edges,
query the pathfinder for feasible routes, construct route wit-
nesses, submit payments, recover route witnesses, and drive
feedback and timeout resolution. The total implementation
includes around 4.4K lines of code (LOC) for the prototype
and around 3.2K LOC for tests.

We run our evaluation on a Linux Ubuntu server with 48
CPU cores and 128 GB of RAM. We compile the Agent-
Valve contract to Ethereum Virtual Machine (EVM) bytecode
using the Foundry [18] toolkit and deploy it to an Anvil-
based Ethereum chain. Anvil [17] provides a local evaluation
environment. It executes contract transactions using EVM
gas accounting and mines each submitted transaction locally,
allowing us to control the initial state and repeat each experi-
ment on a fresh deployment.

Baselines. Since there is no single protocol implementing all
functionalities studied by AgentValve, we use metric-specific
comparison mechanisms.

For Sybil exposure (§ 5.1), (1) global-count is a policy that
aggregates positive feedback records, and (2) global-volume
aggregates reported positive-interaction values. These are two
unrestricted global policies that the adversary can exploit to
inflate their reputation with Sybil attacks, as discussed in § 1.
In contrast, AgentValve adopts a personalized-flow principle
built on a trust network to prevent the Sybil risk. We calibrate
each policy’s linear score-to-value conversion so that its one-

identity exposure equals AgentValve’s cut capacity.

For on-chain efficiency (§ 5.2), (1) the route-aggregation
store mechanism accepts the paths rather than a route witness,
reconstructs aggregate loads in O(LU) time, and stores all
U edge-load records with the receipt, and (2) the witness-
store mechanism verifies a route witness in O(L+ U) time
and stores the same U records. AgentValve’s witness-commit
mechanism also verifies the route witness in O(L+ U) time,
but replaces the stored edge-load table with one commitment
and therefore requires only O(1) persistent receipt storage.

For routing (§ 5.3), AgentValve uses a capacity-scaling
BFS multipath algorithm motivated by [32]. It initializes a
residual graph and processes power-of-two thresholds y from
the largest no greater than the maximum available capacity
down to one. At each threshold, it runs a hop-bounded breadth-
first search for a simple s—d path containing only residual
edges of capacity at least y, augments by the path bottleneck
or the remaining transaction value, and subtracts that load
from the residual graph. It stops when the selected paths carry
the transaction value W, when it has selected Knyax paths,
or when all thresholds are exhausted. For comparison, we
implement (1) the unscaled BFS multipath algorithm that
repeatedly augments over all positive residual edges, and (2)
the repeated widest-path algorithm that repeatedly selects the
hop-bounded path with maximum bottleneck capacity.
Dataset. We evaluate AgentValve with two datasets: the real-
world Ethereum-derived dataset and the synthetic dataset.
First, we collect transaction data from Ethereum mainnet
blocks from January 29, 2026, when ERC-8004 was deployed,
through August 2, 2026. We use the collected data to con-
struct a trust graph and set up the initial states of Agent-
Valve by applying several filter rules (Appendix C). The final
Ethereum-derived graph contains 1,055 vertices and 1,628
directed edges with the median capacity of 0.00494 ETH.
Since the permissionless Al agent market is in its infancy, this
graph is sparse and small. We therefore also generate synthetic
strongly connected directed graphs of 128, 512, 1,024, 2,048,
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Figure 4: Sybil-region payment exposure under Ethereum-
derived and synthetic graphs.

4,096, and 8,192 vertices with six directed edges per vertex
and capacities sampled uniformly from [10, 100] to separate
system scale from the sparsity of the emerging deployment.

5.1 Sybil Exposure and Capacity Depletion

We first evaluate AgentValve’s bound behavior using both
Ethereum-derived and synthetic datasets.

Cut-bounded exposure (Figure 4). In the Ethereum-derived
setting (Figure 4(a)), we select five disjoint regions from
the constructed graph, reflected by the shadow with the up-
per boundary as the maximum incoming capacity to the
region and the lower boundary as the minimum incom-
ing capacity. The selected regions are marked as Sybil re-
gions, and each region’s incoming capacity is the honest-to-
adversarial cut capacity C;(H,A). For each region, we de-
note this fixed snapshot value by C below. We then append
m € {1,10,100, 1000, 10000} synthetic Sybil vertices in the
region, each of which has an edge with capacity C into the
region. The synthetic setting is designed for graph structure
generalization (Figure 4(b)), in which we construct a gateway
graph for each Sybil count m. We set the honest-to-adversarial
cut capacity C to 1 unit (after normalization) and append m
synthetic Sybil vertices behind a single gateway. Each Sybil
vertex has an edge with capacity of 1 unit into the gateway.
Figure 4 shows that under both settings, both global policies
(i.e., global-count and global-volume) authorize mC for m
identities, while AgentValve’s exposure remains cut-bounded
at C regardless of the Sybil count.

Bounded depletion amplification (Figure 5). We then eval-
uate bounded depletion amplification, where the metric is
calculated as Dyy/Ps g1, with Dy as cumulative honest-to-
honest route capacity consumed by adversarial senders’ nega-
tive feedback and Py_.py as cumulative adversarial-to-honest
payment value. In the Ethereum-derived setting, we select five
vertices A1-A5 with high-capacity outgoing edges as adver-
sarial senders. Figure 5(a) shows the depletion amplification
under different Hpyax (the shadow reflects the ranges while the
solid represents the average), where the adversary picks a sim-
ple path with as many edges as possible subject to Hyax. Mean
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amplification increases overall from 0.5 at Hp,x = 2 to 3.6 at
H..x = 8, then decreases to 3.06 at Hy,,x = 16. The decrease
occurs because the longer path selected at Hp.x = 16 can
force a much narrower bottleneck (i.e., the smallest capacity
across all edges in the path). In other words, the amplification
is not necessarily scaled with Hy,,x because the downstream
honest-edge capacity can be the bottleneck and limit the am-
plification. Figure 5(b) shows how depleted honest capacity
changes as the adversary increases its payment Py_,jy with
Hpnax = 16. For A4, the adversarial ingress remains the path
bottleneck, so the depleted capacity increases proportionally
with the payment. For A1, A2, A3, and A5, however, a down-
stream honest edge is already the bottleneck. Increasing the
payment, therefore, cannot increase the routed amount, caus-
ing the depleted capacity to plateau. These results show that
additional adversarial expenditure causes additional depletion
only when the adversarial ingress is the bottleneck, whereas
downstream honest-edge capacity imposes a tighter limit.

Figure 5(c) shows the depletion amplification under dif-
ferent Hpyax in the synthetic setting. We construct a path
containing exactly Hpyax edges, where the first edge pro-
vides the adversarial ingress and the remaining Hp,x — 1
edges originate from honest agents. All edges have capac-
ity x = Py_,gr. The attack therefore depletes x units from
each of the Hp,x — 1 honest-sourced edges, yielding an am-
plification of exactly Hp,x — 1. The measured amplification
increases from 1 at Hpax = 2 to 15 at Hyax = 16, matching
the formal upper bound throughout. This result demonstrates
that the (Hmax — 1)-bounded depletion-amplification guaran-
tee is tight. Figure 5(d) shows how depleted honest capacity
changes with Py _,y in the synthetic setting. Since every edge
on the constructed path has capacity Py, no downstream
edge imposes a narrower bottleneck. Consequently, each addi-
tional unit of adversarial payment enables one additional unit
of depletion on each of the Hy,x — 1 honest-sourced edges,
giving Dy = (Hmax — 1)Pa—m. Therefore, the depleted ca-
pacity grows linearly with payment. This result confirms that
Hpax directly bounds the rate at which adversarial expenditure
can be amplified into honest-capacity depletion.

5.2 On-Chain Execution Cost

We next evaluate AgentValve’s on-chain efficiency from two
perspectives: the cost of processing routed payments under
different route shapes and the cost of other protocol operations.
We report these costs in EVM gas, the unit used to meter
contract computation, memory, storage, and calldata, which
isolates execution overhead from fluctuations in the gas price
and ETH exchange rate. For intuition, at an Ethereum mainnet
gas price of 0.1-0.5 gwei, one million gas costs 1074-5 x
10~* ETH, or approximately $0.25-$1.25 at an exchange rate
of $2,498 per ETH.

Hop-count scaling (Figure 6(a)). For a one-path route,
witness-commit admission consumes 168,741 gas at one hop,
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287,923 gas at four hops, and 446,844 gas at eight hops. These 766,853, 1,406,238, and 2,685,032 gas across these settings.

costs are 12.2%, 24.1%, and 28.9% lower than witness-store, At eight paths, it saves 35.1% over witness-store’s 4,134,189
respectively, and 9.7%, 22.4%, and 28.3% lower than route- gas and 40.7% over route-aggregation store’s 4,528,929 gas.
aggregation store. For an eight-path route, witness-commit For fully shared routes Figure 6(c), increasing the path count
saves 10.0%, 33.9%, and 35.1% over witness-store and 4.8%, from one to eight raises witness-commit admission from
36.4%, and 40.8% over route-aggregation store at one, four, 447,168 to 629,727 gas. At eight paths, witness-store con-
and eight hops. The experimental results show that witness- sumes 811,669 gas and route-aggregation store consumes
commit consistently reduces gas consumption relative to the 861,649 gas, so witness-commit saves 22.4% and 26.9%, re-
two baselines, and the savings grow with route complexity. spectively. The larger savings for disjoint routes arise because
In addition, the route-aggregation store mechanism is less U grows with the path count and witness-commit eliminates
costly than witness-store when the path count is small (e.g., the O(U) persistent receipt storage incurred by witness-store.
one path), because its repeated array searches remain inexpen-
sive, while witness-store pays for the larger witness and its We also evaluate the additional gas imposed by
verification. However, as the path count grows, the repeated trust-network routing over the route-free ERC-20
searches become more expensive, and witness-store becomes transferfFrom [47], the standard token-transfer opera-
cheaper than route-aggregation store. tion used on Ethereum. These figures cover payment
admission, including the token transfer and capacity reser-
Path-count and overlap scaling (Figure 6(b) and (c)). We vation; feedback and timeout-resolution costs are reported
compare edge-disjoint routes, whose paths share no edges separately in Table 1. As shown in Figure 6, witness-commit
and therefore have U = L, with fully shared routes, whose admission consumes 168,741 gas for a one-hop, one-path
paths reuse the same eight edges and therefore keep U = route, which is 3.14 x the ERC-20 baseline and approximately
8 while L grows. For edge-disjoint eight-hop paths (Fig- $0.04-$0.21 under the prices above. The ratio rises to 8.32x
ure 6(b)), increasing the path count from one to two, four, for an eight-hop, one-path route. Repeated counterparties
and eight increases (L,U) from (8,8) to (16,16), (32,32), are common in our Ethereum-derived trace: 10,899 of
and (64,64). Witness-commit admission consumes 447,168, 12,527 retained transfers (87.0%) occur after an earlier
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Table 1: Gas for AgentValve operations and timeout recovery.

Operation or scenario Gas used
Normal execution

Agent registration 100,173
Provider bootstrap 121,676

161,257 /96,531
59,644 /50,362 / 48,813

Seed admission / activation
Routed sender feedback (+/0/ —)

Routed receiver feedback (+/0/ —) 39,628 /39,640 / 48,094
Permissionless timeout recovery

Routed sender / receiver withheld 45,439 /34,714
Routed both withheld (2 calls) 78,588

43,629/34,714
123,123 (15,390/role)

Seed: sender / post-activation receiver
Four routed receipts, eight roles (batch)

transfer by the same ordered owner pair (Appendix C).
Once a positively resolved interaction establishes sufficient
direct-edge capacity, subsequent payments to that provider
can use a one-hop, one-path route. The one-hop result thus
represents an important common case.

Operation costs. Table | summarizes the gas consumed by
AgentValve’s operations apart from route payments. Agent
registration consumes 100,173 gas, which is a one-time
cost when an agent is first registered. For trust bootstrap,
a provider consumes 121,676 gas to initialize an incom-
ing edge. TrustRoot-supported seed-payment admission con-
sumes 161,257 gas, while positive sender feedback that re-
leases the TrustRoot reservation and creates the sender’s di-
rect edge consumes 96,531 gas. Routed sender and receiver
feedback consume 48,813—-59,644 and 39,628-48,094 gas,
respectively. The negative receiver feedback consumes more
gas than the positive and neutral receiver feedback, because it
requires the capacity update.

For the timeout recovery cost, we execute several withhold-
ing scenarios. In particular, for routed receipts, recovering
from missing sender or receiver feedback consumes 45,439
or 34,714 gas. When both roles withhold feedback, two trans-
actions consume 78,588 gas in total. Every routed receipt
finalizes, and every reservation reaches zero. For a failed seed
payment, sender timeout consumes 43,629 gas, restores the
100 reserved units to the TrustRoot edge, and creates no direct
sender-to-provider capacity. After positive sender feedback
has activated a successful seed payment, receiver timeout con-
sumes 34,714 gas and preserves all 100 units of available
direct capacity. Moreover, we also explore the efficiency of
batch processing. One bounded batch resolves eight withheld
roles across four receipts for 123,123 gas, or approximately
15,390 gas per role. The timeout cases therefore exercise the
receipt-specific neutral transitions and confirm that an unre-
lated caller can restore the intended state.

5.3 Routing Utility and Pathfinder Scalability

We finally evaluate how the protocol bounds affect routing
utility and how the pathfinder scales with the trust-network
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size. For each source s, the client sets the routing value to
W (s) = min{ Wy, max s ,)cg, & (s,v)} using only the available
capacities of its outgoing edges, where W is the median posi-
tive edge capacity (0.00494 ETH) on the Ethereum-derived
graph and 50 units on each synthetic graph. We report two
complementary utility metrics. Overall admission is the frac-
tion of sampled requests for which a pathfinder finds a route
carrying the full payment value within Hy,x hops per path
and Knyax paths. After fixing each request, we compute its un-
restricted maximum flow solely as an offline feasibility label.
Topology-feasible admission is the admitted fraction among
requests whose unrestricted maximum flow can carry W (s)
and therefore isolates losses caused by the protocol bounds
from requests that no routing algorithm could admit. Each
evaluation uses 100 source—destination requests, and we also
report path-discovery latency. We present results from the
Ethereum-derived graph in Figure 7, followed by synthetic re-
sults in Figure 8. The Ethereum evaluation reflects the current
state of the network, while the synthetic evaluation simulates
a more mature market with a larger and denser network.
Evaluating the Ethereum-derived graph. Figure 7(a)
separates each request into admitted, bound-rejected (i.e.,
topology-feasible but rejected by the pathfinder algorithm
under the route bounds), and topology-infeasible (whose un-
restricted maximum flow is below W (s)) outcomes. Although
every sampled source—destination pair is connected, 44% of
requests have an unrestricted maximum flow below W (s)
and therefore are not feasible regardless of the route bounds.
Moreover, tight bounds (Hmax, Kmax) = (2, 1) admit 13% of
all requests and reject another 43% that are topology-feasible.
At (6,4) and (10,8), admission rises to 41% and 50%, while
bound-induced rejection falls to 15% and 6%, respectively.
This decomposition allows us to isolate the rejected requests
that the topology cannot carry and to focus on the effect of
the route bounds on the routing utility.

Figure 7(b) and (c) show the corresponding overall and
topology-feasible admission rates. At Hp,x = 10, increas-
ing Knyax from one to two raises overall admission from
48% to 50% and topology-feasible admission from 85.7%
to 89.3%. Larger path budgets provide no additional admis-
sion. At Hyax = 6, the same increase raises topology-feasible
admission from 69.6% to 73.2%. Thus, most requests that the
current topology can carry are admitted with Knyax = 2, while
increasing the hop budget accounts for the larger utility gains.

Figure 7(d) compares the pathfinders at Kp.x = 4. All three
achieve topology-feasible admission rates of 23.2%, 53.6%,
73.2%, 83.9%, and 89.3% as Hyy,x increases from 2 to 10. The
identical admission rates show that the route bounds, rather
than the pathfinding heuristic, dominate the routing utility on
the sparse Ethereum-derived graph.

Moreover, we can see that since this market is in its infancy,
agents will need larger bounds to get their transactions ad-
mitted under the sparse network. Fortunately, such high costs
will be mitigated as the market grows, which will be shown
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Figure 8: Routing utility and pathfinder scaling on synthetic graphs. (a) Admission versus Hpmax on the 8,192-vertex graph. (b)

Admission versus graph size at Hpy,x = 10. (¢) Algorithm admission at (Hmyax, Kmax)

Median path-discovery latency at (Hmax, Kmax) = (10,8).

in the next synthetic evaluation.

Simulating a market with synthetic graphs. Figure 8(a)
shows the routing utility on the 8,192-vertex synthetic graph.
With Knax = 1, admission rises gradually from 0% at Hyax =
2 and 3% at Hy,x = 4 to 17%, 30%, and 55% at Hy,,x = 6, 8,
and 10. When K.« increases to 2, admission rises to 70% at
Hpax = 6 and 99% at Hp,x = 8 and 10, showing that allow-
ing one additional path recovers most of the routing utility.
With K.« = 8, admission instead reaches 5% at Hy,x = 4,
85% at Hiax = 6, and 100% at Hpax = 8 and 10. In particu-
lar, increasing the path budget raises admission at Hp,x = 6
from 17% to 85%. A single path often cannot carry the full
payment even when the destination is reachable within the
hop bound, whereas multipath routing can aggregate capacity
across several routes. These results show that both bounds
affect routing utility.

Figure 8(b) shows the routing admission rates across differ-
ent graph sizes and path counts with Hyax = 10. At Hpax = 10,
a single-path limit admits 83% of requests on the 128-vertex
graph and 55% on the 8,192-vertex graph. Allowing two paths
maintains 98—100% admission across all graph sizes, while
Kmnax > 4 maintains 99-100% admission. Thus, although a
single path becomes increasingly restrictive as the trust net-
work grows, a four-path budget recovers nearly full admission
across the evaluated synthetic graphs.

Figure 8(c) evaluates the admission rates of three
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(10,8) (solid) and (6,4) (dotted). (d)

pathfinding algorithms under varying trust-network sizes. At
(Hmax, Kmax) = (10, 8), all three algorithms admit 100% of re-
quests on the largest synthetic graph. At (Hmax, Kmax ) = (6,4),
the capacity-scaling BFS multipath and repeated widest-path
algorithms admit 85%, while the unscaled BFS multipath
algorithm admits 83%. These results indicate that the route
bounds dominate admission at the evaluated settings, while
the choice of pathfinding algorithm has only a small effect on
routing utility.

Figure 8(d) shows the path-discovery latency of differ-
ent pathfinding algorithms under distinct trust-network sizes
at (Hmax, Kmax) = (10,8). On the 2,048-vertex graph, our
capacity-scaling BFS multipath algorithm has a median path-
discovery latency of 9.1 ms, which is 65.7% lower than the
26.5 ms of the unscaled BFS multipath algorithm and 38.5%
lower than the 14.8 ms of the repeated widest-path algo-
rithm. On the 8,192-vertex graph, our capacity-scaling BFS
multipath algorithm has a median path-discovery latency of
62.5 ms, which is 61.9% lower than the 164.0 ms of the
unscaled BFS multipath algorithm and 13.0% lower than
the 71.8 ms of the repeated widest-path algorithm. The re-
sults show that our capacity-scaling BFS multipath algorithm
consistently outperforms the other two algorithms in path-
discovery latency, and the performance gap grows with the
trust-network size.



6 Conclusion and Discussion

We presented AgentValve, a protocol for Sybil-resilient pay-
ment authorization in permissionless Al markets. Its exposure
bound applies collectively to all adversarial identities and
cannot be enlarged through reputation manipulation confined
to the adversarial region. By combining atomic route reserva-
tion, interaction-backed capacity creation, and bounded route
length, AgentValve provides cut-bounded exposure and limits
capacity depletion by malicious agents. Its compute—verify
decomposition and witness-commit mechanism further en-
able linear route verification and constant persistent state per
admitted payment. Our prototype evaluation shows that these
guarantees remain effective under large-scale Sybil attacks
while incurring practical on-chain costs.

Depletion accounting. The factor (Hpax — 1) remains a valid,
conservative upper bound. Under cumulative payment ac-
counting, negatively resolved ordinary routed payments give
factors of Hp,x — 2 for adversarial receivers and (Hpax — 1) /2
for honest receivers. The latter case counts both the earlier
payments that created ingress capacity and the subsequent
negatively resolved payments. Negatively resolved seed pay-
ments give a factor of 1. Since Hnax > 2, the largest of these
factors simplifies to max{1, Hn.x — 2}, yielding a tighter gen-
eral bound. For simplicity, we retain the factor (Hmax — 1) as
a conservative upper bound throughout the paper.

Exposure over time. Cut-bounded exposure bounds a snap-
shot of risk, not cumulative fraud loss. Provider grants and
positive feedback can enlarge the cut. Moreover, it is possible
that buyers cannot recognize and report service failures be-
fore the deadline; neutral timeout resolution can then restore
capacity despite fraud, allowing repeated losses. Increasing
the feedback timeout can reduce this risk but also risky in
withholding capacity for longer periods. A sound solution
may require an adaptive feedback timeout mechanism that
allows using different timeouts for different services.
Economic scope. The depletion denominator counts gross
payments recorded by the protocol. A refund can return funds
without removing the capacity they created. Thus, the bound
does not establish a lower bound on net attack cost, whose es-
timation would require additional assumptions about service
value, refunds, transaction fees, and opportunity costs, which
are beyond the scope of this work and could be an interesting
direction for future research.

Reservation griefing. Atomic reservation prevents concur-
rent payments from reusing the same trust capacity, but it also
creates a denial-of-service vector: a malicious buyer can keep
an admitted route reserved until the sender-feedback timeout
and then reserve it again after neutral resolution. Repeatedly
doing so can deny routing capacity to honest buyers, consti-
tuting a form of reservation griefing analogous to congestion
attacks in payment-channel networks [24]. Prior work sug-
gests several possible mitigations, including shorter routes
and limits on concurrent requests from less-trusted peers [28],
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as well as capacity-aware routing that avoids congested edges
when alternative paths are available [37,49]. In AgentValve,
bounding both the path length and the number of paths limits
the amount of capacity that a single payment can withhold.
A complementary direction is to use geometrically decreas-
ing reservations toward the receiver. For example, a payment
of value 4 over a three-edge path could reserve 16, 8, and
4 units on successive edges. This design could limit down-
stream lockup when capacity near the buyer is scarce, but at
the cost of requiring substantially more upstream capacity.
Adapting these mechanisms to further mitigate reservation
griefing remains future work.
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A Security and Complexity Analysis

This section proves that AgentValve provides cut-bounded
exposure, bounded depletion amplification, route soundness,
and eventual resolution, and then shows that it meets the effi-
ciency goal in § 3.3.

A.1 Commitment and Capacity Accounting

We first establish the commitment and capacity-accounting
properties used by the subsequent proofs.

Lemma 1 (Witness-commit binding and recovery). Let p be
a routed receipt admitted with route witness A(P). A witness
opens p if the hash of its encoding matches the commitment
stored in p. In AgentValve, any witness accepted to open
p equals A(P), and any party can reconstruct that witness
independently of the pathfinder.

Proof. At admission, AgentValve verifies the submitted wit-
ness against P and stores a commitment to its encoding in
receipt p. Because the encoding is canonical, accepting a
different witness for the same commitment would yield a
collision in Hash. The admitted witness appears in the final-
ized admission calldata and load events, so any chain-data
reader can reconstruct and submit it during sender feedback
or timeout resolution. O
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Lemma 2 (Capacity-accounting invariant). For every edge e
and finalized time t, a;(¢) > 0, r;(e) > 0, and ¢,;(e) = a;(e) +
ri(e). Reserved capacity ri(e) equals the sum of admitted
ordinary route loads and direct TrustRoot-edge loads on e
whose sender roles remain unresolved. Admission of either
payment type atomically moves its supporting loads from
available to reserved capacity without changing total capacity.
Every sender-role resolution removes its reservation exactly
once, either returning it to available capacity or consuming
it from total capacity.

Proof. The claim follows by induction over the totally or-
dered contract transitions. Setup initializes non-negative avail-
able capacities and zero reservations. A successful provider
join adds W to the available and total capacity of e,.4, with r
a TrustRoot, while leaving its reserved capacity unchanged
(§ 4.2). Before admitting a routed payment, AgentValve
checks £, (P) < & (e) for every route edge and then atomically
applies a;1(e) = a;(e) — L. (P) and r,1 1 (€) = r1(€) + £.(P),
preserving nonnegativity and total capacity. Bootstrap admis-
sion applies the same transition with load W on e, after
checking a;(r,d) > W. A later routed sender-role resolution
opens the receipt to exactly its admitted loads by Lemma 1;
a bootstrap resolution obtains its single edge and load from
immutable receipt metadata. Positive, neutral, and timeout res-
olutions release each load by decreasing r; (e) and increasing
a;(e) by the same amount, while a negative resolution de-
creases both r;(e) and ¢,(e) and leaves a;(e) unchanged. For
either payment type, positive sender feedback additionally
increases a;(s,d) and ¢;(s,d) by W on the sender-to-receiver
edge. Receipt-type and role-finalization checks ensure that ex-
actly one applicable transition is executed. Receiver feedback
either preserves capacity or decreases available and total ca-
pacity by the same nonnegative amount. All other transitions
leave the invariant unchanged. O

A.2 Exposure and Depletion Bounds

The security bounds use the following relationship between
a route and the directed cuts it crosses. Recall that H is the
honest set, A is the adversarial set, and their direct cut is
denoted by &, (H, A).

Lemma 3 (Cut-crossing loads). Fix a time t, a partition
(H,A), and a route P = {(P,w;)}*_, in G, with value W.
If its sender is in H and its receiver is in A, then

Y l(p)=w.
ecd; (H,A)

If its sender is in A, then the load on honest-to-honest edges
is bounded by

)y

e=(u,v):u,veH

Ee(?) S (Hmax - 1)

)y

ecd; (AH)

0o().
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Proof. For the first inequality, every path from H to A crosses
the cut & (H, A) at least once, so path P; contributes at least
w; to the cut load. Summing gives at least Y ;w; = W. For the
second inequality, let 4; be the number of edges in P; whose
two endpoints are honest, and let ¢; be its number of A-to-H
crossings. These are disjoint sets of edges. The bounded-
stretch routing rule gives h; 4+ g; < |Pi| < Hiax. If h; > 0, then
¢i > 1 because P; begins in A, so h; < Hyax — ¢i < (Hmax —
1)g;. The inequality is immediate when /; = 0. Multiplying
by w;, summing over paths, and exchanging the path and edge
sums yields the result. O

The following theorem adapts Bazaar’s cut argument [32]
to AgentValve’s directed trust graph and concurrent contract
execution. Atomic reservation ensures that the same unit of
cut capacity cannot support multiple payments. Note that the
exposure Fyy(7) is state-local: it covers unresolved payments
and additional payments jointly admissible from state ¢, but
excludes losses from receipts already resolved before ¢.

Theorem 1 (Cut-bounded exposure). AgentValve satisfies
cut-bounded exposure as defined in Definition 1.

Proof. Fix a time t. By Lemma 3, every ordinary routed pay-
ment from an honest sender to an adversarial receiver places
at least its value in aggregate load on &, (HH, A). A bootstrap
payment to an adversarial receiver d reserves its value W
on e.4, which crosses the same cut because the TrustRoot
r is honest. Provider joins to adversarial recipients can add
TrustRoot-sourced cut capacity; any grant still available or
reserved at ¢ is counted by a(e) + r;(e). The cut loads sup-
porting admitted payments whose sender roles remain unre-
solved are included in r;(e). Any additional payment expo-
sure jointly admissible from state # must fit within a,(e) on
every cut edge. Atomic admission prevents concurrent pay-
ments of either type from reusing available capacity, while
Lemma 2 prevents reserved capacity from supporting an-
other payment before resolution. The exposure from pay-
ments whose sender roles remain unresolved at ¢ and further
payments jointly admissible from state ¢ is therefore at most
the sum of available and reserved capacity across the cut;
losses from receipts resolved before ¢ are excluded. Hence

Fig (1) < Yees, (m.0) (e (€) + 11(e)) = G (H, A). 0

Corollary 1 (Sybil invariance). Holding the honest-to-
adversarial cut capacity fixed, adding adversarial identities
or changing edges and capacities entirely within A leaves the
aggregate exposure bound in Theorem | unchanged.

Proof. These changes do not alter the capacity of &, (IH, A).
The bound C; (H, A) therefore remains unchanged and applies
jointly to all adversarial receivers, regardless of their number
or internal trust structure. O



Corollary 1 implies AgentValve’s Sybil-resilience. Specif-
ically, creating identities or collusive interactions within an
adversarial group cannot increase the bound on honest agents’
aggregate payment exposure, which is determined by the trust
capacity they extend to that group.

An adversarial provider can increase the exposure bound
through an explicit TrustRoot grant (i.e., via the provider join-
ing process, described in § 4.2), but this is not free and is
under control. A grant of W charges an irrecoverable fee of
W from the adversarial provider, adds W to the honest-to-
adversarial cut capacity, and deducts W from the TrustRoot’s
preauthorized grant budget. The system can make the fees
irrecoverable by burning them, and the TrustRoot only replen-
ishes its grant budget periodically, which controls the rate
at which new capacity can be added. As a result, splitting a
total joining fee across Sybil identities cannot obtain more
bootstrap capacity than that total fee permits. Together with
Corollary 1, creating Sybil identities along cannot bring the
adversary more benefits in defrauding honest agents without
paying the same amount of fees.

Lemma 4 (Bootstrap depletion). Let D2°'(t) denote the cu-
mulative capacity consumed by time t on honest-to-honest
edges by negative sender feedback on seed payments initiated
in A, and let PY*% (t) denote the cumulative value of seed
payments from adversarial senders to honest receivers by t.
Seed payments are admitted through G .seedPay (§ 4.2). Then

DR (1) < PR 1),

Proof. A negatively resolved seed payment of value W initi-
ated in A consumes only W on e,4. Since 7 is honest, this is
honest-to-honest depletion exactly when d is honest; in that
case, its adversarial sender has transferred W to an honest
receiver at admission. If d is adversarial, the consumed edge
is outside the measured honest-to-honest subgraph. Let Q()
denote the cumulative value of seed payments from A to H
whose sender roles have resolved negatively by 7. Each sender
role resolves at most once. Only negative sender feedback
consumes the reserved capacity; positive feedback, neutral
feedback, and timeout resolution release it back to available
capacity. Therefore, D2°!(t) = Q(t). Moreover, every pay-
ment counted by Q(¢) was admitted by ¢ and is therefore
also counted in P2%%, (7). Hence D! () = Q(t) < PL% (1),
proving the bound. O

Theorem 2 (Bounded depletion amplification). AgentValve
provides (Hnax — 1)-bounded depletion amplification as de-
fined in Definition 2.

Proof. Fix atime ¢ and the honest and adversarial sets (H, A)
of an execution under § 3.2. Let Dj{"*®(r) denote the cumula-
tive capacity consumed by time ¢ on honest-to-honest edges
by negative sender feedback on ordinary routed payments

initiated in A and admitted througtl} Ogtransact. Together with
the seed-payment contribution Dpp™(r) defined in Lemma 4,

this gives D (t) = D™(¢) + DX'(z).

18

For an ordinary routed payment initiated in A whose sender
role resolves negatively, let x be its aggregate load on edges di-
rected from A to H. By Lemma 3, the route consumes at most
(Hmax — 1)x capacity on honest-to-honest edges. Summed
across all such resolutions through ¢, each unit of adversarial-
to-honest capacity can be permanently consumed at most once
by Lemma 2.

Let PY”;(r) denote the cumulative value of ordinary
routed payments and seed payments from adversarial senders
to honest receivers whose sender roles have resolved pos-
itively by ¢. Setup creates no adversarial-to-honest capac-
ity because every initial edge originates at an honest Trust-
Root (§ 4.1). Provider joining likewise adds only TrustRoot-
sourced capacity (§ 4.2). Thereafter, only positive sender feed-
back on a payment from A to H creates adversarial-to-honest
capacity, adding exactly the payment value. Cumulative con-
sumption on these edges is therefore at most PgﬁH(t), giving
D" (1) < (Hmax — 1)PY " 5 (1).

By Lemma 4, D2°'(t) = Q(t), where Q(t) is the cumula-
tive value of seed payments from A to H whose sender roles
have resolved negatively by 7. These payments are disjoint
from those counted by Pg‘iH(t) because each sender role re-
solves at most once. Thus, Py 1 (1) + Q(t) < Pa_,u(t). Since
Hpax—1 21,

DH(I)

IA

(Hmax_l) g(iH(t)'i_Q(t)
S (Hmax - 1)(P§2H(t) +Q(t))
< (Hmax_l)PA%H(t)

O

The quantity P,z (¢) records the cumulative value trans-
ferred through the protocol from adversarial agents to honest
agents up to time #, rather than the adversary’s net economic
loss. Service value, refunds, reciprocal payments, and trans-
fers outside the protocol are not deducted. Quantifying these
offsets would require additional assumptions about service
valuation and the attribution of transfers to particular inter-
actions. Cumulative accounting ensures that capacity accu-
mulated before a later attack remains charged to the paid
interactions that created it.

A.3 Integrity and Liveness

Theorem 3 (Route soundness). AgentValve satisfies route
soundness as defined in Definition 3.

Proof. For each routed payment, AgentValve checks the path-
count and hop-count bounds, registered endpoints, edge conti-
nuity, path simplicity, positive path values, ) ; w; = W, and the
unique-edge bound (§ 4.3). It independently recomputes the
aggregate loads represented by the route witness and checks
£,(P) < a,(e) against the contract state immediately before
admission for every route edge. A failed check reverts without



changing the state. If all checks pass, the atomic transition
in Lemma 2 reserves exactly these loads and leaves every
ar+1(e) > 0. Therefore, every admitted routed transaction is
feasible at its atomic admission point and cannot overbook an
edge. In addition, by Lemma 1, subsequent sender feedback
or timeout resolution accepts only the admitted route witness
and therefore releases or consumes exactly the correspond-
ing reservation. An untrusted or stale pathfinder output can
consequently cause admission to fail, but it cannot induce an
invalid trust-network transition. These facts establish route
soundness as defined in Definition 3. O

Theorem 4 (Eventual resolution). AgentValve satisfies even-
tual resolution as defined in Definition 4.

Proof. Every admitted routed or seed payment produces a
receipt with a feedback deadline set T, after admission and
separate finalization flags for the sender and receiver roles.
Before the deadline, the contract authenticates feedback for
the selected role and permits that role to resolve only once.
After the deadline, G.resolve(p,m,A) is called by any hon-
est party (§ 3.2) for either unresolved role 1 and applies the
neutral outcome for that role. If a routed sender role remains
unresolved, Lemma 1 allows the caller to reconstruct and sub-
mit its unique route witness, after which the contract returns
the corresponding loads to available capacity. If a bootstrap
sender role remains unresolved, the contract derives e, 4 and
W from the receipt and returns that reservation to available
capacity without a route witness or capacity creation. Re-
solving a receiver role requires no route witness and does
not affect the sender-governed reservation. Under the mainte-
nance assumption in § 3.2, an honest caller eventually submits
every required resolution. Eventual finalization and finalized
chain-data availability therefore prevent either a withhold-
ing participant or the original pathfinder from preserving a
reservation indefinitely. O

A.4 On-chain Complexity

Recall that L(P) = ¥; |P| is the total number of edge occur-
rences in a submitted route, and let U be its number of unique
edges.

Proposition 1 (Verification complexity). For every route
within the protocol limits, AgentValve performs O(L(P)+U)
verification work and uses O(U) auxiliary memory. This
work is at most O(KmaxHmax) and is independent of the trust
graph’s size.

Proof. Let k denote the number of paths in P. Under the
witness-commit mechanism (§ 4.3.2), the client supplies the
sorted edge-load table A(?) and the index of the table en-
try corresponding to each path-edge occurrence. AgentValve

scans each path to check endpoints, continuity, hop count,
and payment value. It also scans each path’s node-order cer-

tificate, checking its length, position bounds, and strictly in-
creasing vertex identifiers to establish path simplicity. Since a
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path with |P;| edges has |P;| 4 1 vertices, these checks require
O(k+L(P)) work.

During the route scan, AgentValve verifies that each in-
dexed witness entry names the corresponding edge and adds
the path’s value directly to that entry’s memory counter. This
requires constant work per occurrence and O(U) auxiliary
memory for the counters. A scan of the U witness records
checks their ordering and uniqueness, compares the claimed
loads with the recomputed totals, and checks each edge’s avail-
able capacity. Hashing the witness for the receipt commitment
adds O(U) work since each record has a fixed size.

The total work is therefore O(k+ L(P) +U) = O(L(P) +
U), since every path contains at least one edge and hence
k < L(P). Moreover, U < L(P) < kHpax < KmaxHmax- Route
discovery takes place off-chain, while on-chain verification
processes only the submitted route, witness, and correspond-
ing edge states. Its cost is therefore bounded by protocol
parameters and independent of |V, | and |E,|. O

Proposition 2 (Receipt-state complexity). For a route con-
taining U unique edges, the witness-commit mechanism uses
O(1) persistent receipt storage, while receipt opening and
reservation resolution require O(U) witness data and work.

Proof. Under the witness-commit mechanism (§ 4.3.2), each
routed receipt stores the hash commitment Hash(A(2)) and a
fixed number of metadata fields. Their sizes are independent
of U, giving O(1) persistent receipt storage.

To resolve the sender role, the resolver re-supplies A(?P),
the edge-load table verified at admission. The table contains U
fixed-size records, so the witness data has size O(U). Check-
ing its record count, ordering, encoding, and hash requires
O(U) work. By Lemma 1, a matching commitment authen-
ticates the admitted loads, so the paths and their verification
certificates need not be re-supplied or rechecked. AgentValve
then scans the table to release or consume each recorded load,
performing one reservation update per record. These updates
modify shared edge state without storing per-receipt edge-
load records. Positive sender feedback additionally updates
or creates one direct edge, adding only O(1) work and state.
As a result, receipt opening and reservation resolution require
O(U) work.

Since U < L(P) < KmaxHmax, resolution cost is bounded
by protocol parameters and independent of the trust graph’s
size. A seed receipt identifies its single reserved edge and
payment value through constant-size metadata. It therefore
requires no route witness and uses O(1) persistent receipt
storage and O(1) admission and resolution work. O

Together, Theorems 1 to 4 and corollary | establish the
security properties in § 3.3. Propositions 1 and 2 further
show that on-chain work is bounded independently of the
trust graph’s size and that each receipt adds only constant
persistent state, meeting the efficiency goal.



B Additional Evaluation

This section evaluates topology-sensitive liquidity loss and
transaction contention. Recall that the Ethereum-derived
graph contains 1,055 vertices and 1,628 directed edges with
the median capacity of 0.00494 ETH, while synthetic graphs
have six directed edges per vertex and capacities sampled
uniformly from [10,100] (§ 5).

B.1 Reachability under Capacity Depletion

We first examine how a fixed capacity-depletion budget trans-
lates into loss of network reachability. This complements the
economic bound by measuring the topological consequences
of removing capacity rather than the payment value required
to acquire it.

Our evaluations cover both Ethereum-derived graph and
synthetic graph settings. In particular, we assign one unit of ca-
pacity to every edge, rank directed edges by unweighted edge-
betweenness centrality, and compare removing the highest-
ranked edges with uniformly random edge removal under the
same number of removed edges. We measure reachability as
the number of ordered source—destination pairs connected by
a directed path. Each random-removal evaluation involves 20
attempts, while targeted-removal evaluations are deterministic
and involve only one attempt.

Figure 9 shows the results. The intact Ethereum-derived
graph has 20,509 reachable ordered pairs. Removing only the
highest-ranked edge eliminates 11.78% of them, compared
with 0.27% on average under random removal. Removing five
targeted edges eliminates 29.81% versus 0.70% under ran-
dom removal. Removing 50 eliminates 50.69% versus 6.12%,
and removing 81 eliminates 65.78% versus 12.90%. After
removing approximately 1% of directed edges, the Ethereum-
derived topology loses 36.08% of reachable pairs under target-
ing and 1.84% under random removal, while a 2,048-vertex
synthetic graph loses only 0.49% and 0.0024%, respectively.
On the 2,048-vertex synthetic graph, even a 5% targeted de-
pletion loses only 1.75% of reachable pairs, compared with
0.08% under random removal. Across synthetic sizes, targeted
removal at an approximately 1% budget loses 0.29-2.33% of
reachable pairs, while random removal loses at most 0.01%.
These results show that the Ethereum-derived graph is un-
usually vulnerable and that targeted removal causes greater
reachability loss than random removal across both graph fam-
ilies.

This study is a unit-capacity sensitivity test that removes
monetary heterogeneity. Edge removal assumes that the at-
tacker can acquire suitable ingress capacity and submit routes
traversing the selected edges, while reachability loss is dis-
tinct from lost payment value. The much larger loss on the
Ethereum-derived graph indicates that concentration in the
current young ecosystem, rather than the mere presence of
central edges, drives the most severe damage. Candidate de-
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fenses include criticality-aware path scoring, edge-disjoint or
low-overlap routes, reserving less of a bridge edge per transac-
tion, and monitoring central edges so honest participants can
establish redundant capacity. We leave these as open design
problems for future work.

B.2 Contention under Stale Route Snapshots

We next examine how delayed pathfinder snapshots interact
with serialized on-chain admission. We vary offered load, de-
mand distribution, snapshot delay, transaction value, and client
retry behavior to separate stale-route failures from genuine
capacity contention. The transaction-value study includes
a separate controlled parallel graph with eight independent
source—destination groups, each connected by eight parallel
two-hop branches.

In the evaluation, requests in the same block use a common
pathfinder snapshot, while contract admissions are serialized
against current state and reservations remain locked for two
blocks. The snapshot delay (or we call it indexer lag), is the
gap between the contract state and the state visible to the
pathfinder. It is used to simulate the synchronization delay
between the on-chain state and the off-chain pathfinder in
practice. In single-shot mode, a client submits the route once.
In refresh-and-retry mode, it obtains a fresh route after a
rejection and resubmits. Uniform demand spreads requests
across source—destination groups, while hotspot demand con-
centrates them on shared branches. We sweep 200-1,600
offered requests per block, snapshot delays of 0—4 blocks, and
transaction values of 5-80 capacity units.

Stale routes and retry (Figure 10). On the 2,048-vertex
synthetic graph, uniform demand at 1,600 offered requests
per block and a four-block snapshot delay admits 84.2% of
requests with single-shot submission and 100% with refresh-
and-retry. Hotspot demand is more severe. At the same load
and delay, admission rises from 9.9% to 36.8% with retry,
a 26.9-percentage-point gain, while the remaining failures
reflect genuine capacity contention rather than stale-route
errors. At 200 offered requests per block, both policies admit
all requests, showing that retry helps when concurrent demand
approaches shared route capacity. These results indicate that
high-contention scenarios might lead to admission failures,
but retrying with a fresh route can significantly improve the
success rate.

Transaction value (Figure 11). Increasing the value reserved
by each transaction consumes capacity more rapidly. At 1,600
offered requests per block, a four-block snapshot delay, and
refresh-and-retry, uniform-demand admission on the 2,048-
vertex synthetic graph decreases from 100.0% at value 5 to
53.9% at value 80. Under hotspot demand it decreases from
73.6% to 4.6% over the same sweep. The controlled parallel
graph exhibits the same trend but is more sharply capacity-
limited under hotspot demand, falling from 50.0% to 3.1%.
Thus, retry mitigates stale-route failures but cannot overcome
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insufficient aggregate capacity, and larger transaction values
expose this economic limit directly.

C Dataset Collection and Processing

Frozen real-world dataset. We collect Ethereum main-
net blocks 24,339,871-25,664,244 inclusive, spanning the
ERC-8004 deployment window beginning January 29, 2026
through the frozen August 2, 2026 cutoff. The dataset is
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used to trace interactions of clients, predicting payments
performed by AI agents. Using Etherscan [16] log and ac-
count APIs, the collector first retrieves 52,322 ERC-721
Transfer events from the ERC-8004 Identity Registry at
0x8004A169FB4a3325136EB29fAOceB6D2e539a432.
Ordered mint, transfer, and burn events reconstruct 52,322
ownership intervals. For each of 9,163 identified owners, we
retrieve normal and internal transactions and keep an inter-
action only when the address owned at least one registered
agent at the transaction’s exact block and transaction position.
We deduplicate repeated records by transaction hash, owner,
sender, and receiver.

The raw owner-interaction collection contains 491,079
transactions. We then apply an auditable sequence of fil-

ters. Valid-endpoint checking removes O records. Excluding
registry, zero, and burn addresses removes 33,520. Requir-

ing both endpoints to be agent owners removes 423,052 and
leaves 34,507 owner-to-owner candidates. Known failed or re-
verted transactions remove 217, self-transfers remove 18,598,
and zero, negative, or invalid values remove 3,165. No re-
tained transaction has unknown execution status. The result-
ing directed graph aggregates the count and transferred value
of all retained transactions from the same owner to the same
owner. Each owner address is one vertex annotated with all
ERC-8004 agents it controls, and an edge’s initial available
capacity is the aggregate transferred value in wei, where 10!
wei equals one ETH. Figure 12 (right) shows the retained
transactions after applying each filter rule.

This initialization is an optimistic collection that treats
every retained historical transfer as though its sender had pos-
itively resolved it under AgentValve. We refer to the proxy as
the Ethereum-derived owner-transfer graph, or the Ethereum-
derived graph for short. We retain edge direction and exclude
ERC-8004 feedback because such feedback is not reliably
bound to an interaction and is itself susceptible to fictitious
activity.

Ethereum-derived graph. The final graph contains 1,055
owner vertices, 1,628 directed edges, and 12,527 retained
transactions totaling 169.294 ETH. Grouped by ordered
owner pair and chronological transaction order, 10,899 of
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the 12,527 retained transfers (87.0%) occur after an earlier
transfer by the same pair, while the remaining 1,628 are the
first retained transfer for their pair. It has 137 weakly con-
nected components (largest: 213 vertices), 752 strongly con-
nected components (largest: 105), and 20,509 reachable or-
dered pairs, only 1.844% of all ordered pairs. The mean in-
and out-degree is 1.54, the 95th percentile is 5, and 41.4% of
directed edges have a reverse edge. The median edge aggre-
gates two transactions and 0.00494 ETH, while its 95th and
99th percentile capacities are 0.254 and 1.609 ETH, respec-
tively. Of the identified owners, 611 (57.9%) control multiple
agents. Among retained transactions, 71.6% touch at least
one such owner. Figure 12 (left) shows that the graph grows
rather than arising from one short burst, but also makes clear
that ERC-8004 is young and the Ethereum-derived topology
is sparse.
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