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Vector Commitment

m VC.KenGen (1%,n) - pp
Given the vector length n, sample the public parameter pp

m VC.Commit (pp,v) - C
Given a vector v, generate its commitment ¢
m VC.Prove (pp,¥,C,i) - ;
Generate a proof s, for the i-th element v;
m VC.Verify (pp, C,i,v;, ;) - {0,1}
Verify the proof against element v; and commitment C

“Condense” the whole database (blockchain state, key
transparency database, etc.) into a single digest!
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KZG Commitment (Vector)

m VC.KenGen (1#,n) - pp. Sample random s € Z!6. Compute
the public parameter pp as ([11, [s], [s*],....[s""1])

m VC.Commit (pp,v) - C. Interpolate f (x) such that /(') = v,.
Output [£(s)]

m VC.Prove (pp,v,C,i) - ;. Compute r; = [
m VC.Verify (pp, C,i,v;, ;) - {0, 1}. Verify that

f(S)—Vi]

s—w!

e(ﬂi, [s— wi]) 2 e(C—[v;],[1])
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KZG Commitment (Vector)

Pros:

m O(1) (48-byte) sized

m Naturally aggregatable
Prove any number of openings with one 48-byte proof!

Cons:

m Not very maintainable i i
Updating |d| proofs over |b| updates naively takes O(|d| - |b|)
time
In contrast: Merkle tree updates dynamically
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Can we exploit the algebraic
structure of KZG?
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KZG Proof Transformation

Let M be the Cauchy matrix where M, ; = (v’ - w/)_l
The commitment and the proof can be computed as

n—1
C = vi[l].0i =vw; [I ()] + a; [1; ()] = [b/]

i=0
where d and [E] are the result vectors of the matrix multiplication
i=M(Vow),[b]=M(¥eoie|l(s)])

and w, [Z(s)] and [Z’ (s)] are constant vectors that can be
evaluated based on the KZG setup (see paper!)
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Batch Updates

Any submatrix of a Cauchy matrix is also a Cauchy matrix.
Therefore, we can throw away any number of non-required rows
and columns, and then only compute

AG =M (A o), [AD] = M (AT oo [I(s)])

Multiplication of structured matrices is (mostly) known to be
quasilinear. We deal with a few caveats (see paper) and then
obtain complexity of

O ((1dl +|B]) log” (1al + |£1))
for |a| users and |B| transactions
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Batch Updates
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Side Results

m Fast Computation of All Proofs (constant factor improvement)
m History Proof Query
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Summary

Proof Size
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Thank you!
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